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Abstract

In this paper, we propose a general survivability quantification frasriewhich is applicable to a wide
range of system architectures, applications, failure/recovery babkagitd desired metrics. We show how
this framework can be used to derive survivability measures basdifferent definitions and extend it to
other measures not covered by current definitions which can prbeigéul information for better under-
standing of system steady state and transient behaviors under fatta@siaAn illustrative example of
a telecommunications switching system is given for the ease of discuéiokov models are developed
and solved to depict various aspects of system survivability.
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1 INTRODUCTION

With the growing dependence of our modern society on information netwtrése
is high expectation of reliability and robustness for the underlying compuatécam-
munication networks. The degree to which a system is able to provide criticates
is broadly defined as survivability. Increasing impact of the unavailabifityedwork
services on public safety, commercial trustworthiness, and nationaityenakes the
assessment of network survivability under undesirable events e$serdystem de-
sign, planning, implementation, and validation.

The survivability analysis was first discussed in the context of the militany-co
mand, control, and communicatio@'?) systems in 1970s [2]. In the proposed frame-
work, deterministic survivability measures can be modeled as a network fagi gnd
quantified by the use of the max-flow min-cut theorem and the correspplabieling
algorithm. For probabilistic survivability measures, an exact solution casbtasned
by enumerating all the system states. But this method suffers the combindibrial
ficulty of dealing with an unmanageable number of states even for a moderade s
system. Recently, the probabilistic survivability measure was applied to tigsena
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of disaster-based optical network survivability [6] [10] and a clogethfsolution was
derived for a special case of a centralized ring topology.

In the 1980s and 1990s, the rapid advances in the development of ikeyocis
Transfer Mode (ATM), Synchronous Digital Hierarchy (SDH), wisdeellular com-
munication networks, fiber optic networks, Internet, and world wide we/§¥j have
resulted in unprecedented penetration of information technology into euyday life.
The awareness of survivability issues has gained much attention in comiiomioet-
works due to the severe negative impact of publicized outages such &sltne of
Galaxy IV communication satellite in 1998. Due to the outage reporting regulation r
quired by Federal Communications Commission and the intense competition between
different carriers and vendors, the subject of survivability hasapto every phase
of system development including architecture planning [12], networlgdd8], and
software/hardware implementation [5].

Despite the fast development of survivable systems, the definition ohsysteviv-
ability is anything but clear. Different definitions and frameworks hawnhgoposed
and used under different scenarios [5] [6] [16]. Due to the variéfeatures the term
survivability is used to connote, a general and precise definition for ubetgative
assessment of system survivability may not be feasible. Instead, wesg@ uni-
fied framework for survivability quantification which is applicable to a widege of
system architectures, applications, failure/attack types, and desiredtiva metrics.
This framework can be used to derive quantitative measures proppstffcoent sur-
vivability definitions as shown in the following sections. Furthermore, it isab#of
revealing more details and providing insights into the system behavior. Sjpdlgfi
the transient behavior immediately after the occurrence of a failure with #teray
state such as resource usage taken into account can be thoroudghhednmder our
proposed framework. Early work related to our approach can belfoui] [15].

The organization of this paper is as follows. In Section 2, we describe tjuanti-
tative survivability definitions proposed by different researchegsfuizations. In Sec-
tion 3, we show how survivability analysis of a telecommunication switching syste
can be performed through an illustrative example. In Section 4, we pecapésstep
procedure for general survivability quantification summarizing the dgoosn Sec-
tion 3. Finally, conclusions are made in Section 5.

2 SURVIVABILITY DEFINITIONS

Although various survivability definitions have been proposed in diffedésciplines,
we choose the following three definitions to be considered in our discusElmnde-
scription of these definitions is mathematically precise enough to be quantified in o
illustrative example. Each definition is given as follows:

Definition 1. A survivability specification is a four-tupleZ, R, P, M } where:

E is a statement of the assumed operating environment faystem, which includes de-
tails of the various hazards to which the system might bessgtogether with all of the exter-
nal operating parameters. To the extent possible, it mudude any anticipated changes that
might occur in the environment.
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R is a set of specifications each of which is a complete statieaiea tolerable form of
service that the system must provide. This set will includedistinguished element that is the
normal or preferred specification, i.e., the specificatibattprovides the greatest value to the
user and with which the system is expected to comply mose tife.

P is a probability mass function over the set of specificatjéh The probability associated
with the preferred specification defines the fraction of aiag time during which the preferred
specification must be operational.

M is a finite-state machine denoted by the four-tuptesy, V, T} where S is a finite set
of states each of which has a unique label which is one of theifsgations defined in Ry
(so € 9) is the initial or preferred state for the machine; V is a fingiet of customer values; T
is a state transition matrix.

This definition is proposed by Knight al. [5] in their study of critical informa-
tion systems. By this definition, survivability can be regarded as a probaditiiyh
depicts the assurance of a specific service that the system is able toeggroaidertain
environment. This definition is very close to the standard notion of availability.

Definition 2. Survivability is measured by the fraction of tvailable resource after the
occurrence of failures. Suppose resoui¢és affected by failures. Expected survivabilEyN|
is the fraction of the available resource over all failureegarios.r-percentile survivabilityV,.
is the probability that/V is no greater than-% of the total resource. Zero survivability is
the probability that no resource is available.

This definition is proposed by Liewt al. [6] in their work on characterizing
disaster-based network survivability. The resource under investigasoally is the
number of connected nodes or functioning links in the system. This definitisaro
vivability is essentially the same as the performability definition given by Husléfld

Definition 3. Suppose a measure of interdsthas the valuen, just before a failure
happens. The survivability behavior can be depicted by dHeviing attributes: m,, is the
value of M just after the failure occursn,, is the maximum difference between the valug/of
andm, after the failure,m,. is the restored value af/ after some time,., and¢y is the time
for the system to restore the valug.

This definition is proposed by the T1A1.2 network survivability perforneanork-
ing group [10]. By this definition, survivability depicts the time-varying bebaof the
system after a failure occurs.

3 AN ILLUSTRATIVE EXAMPLE
3.1 Basic System Model

Consider a telecommunication switching system consisting oéinks (or channels)
with an infinite caller population. A call will be lost (referred to as blockind)em

it finds all n trunks are busy upon its arrival. The call arrival process is assumed
be Poissonian with rate. We assume call holding times are exponentially distributed
with rate . Without considering failures, the pure performance model is a homoge-
neous Continuous Time Markov Chain (CTMC) [13] as shown in Figurg W(aere;
ongoing calls are present in the system in sjata the following, parameters are fixed
atn = 25, A =551, andu = 0.3s~ ! in the discussion of numerical results.
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In practice, all trunks are subject to failure due to various reasorts asihard-
ware/software faults, human errors in system maintenance and repairmaair-
ment/damage from adverse environments. For the ease of illustration, waeatse
failure and repair times of each trunk are exponentially distributed with ratesd
T, respectively. Assume that a single repair facility is shared by all trunkseirsys-
tem. Then, the pure availability model of the system is also a homogeneous CTMC
as shown in Figure 1(b), where statimdicates that there arenonfailed trunks in the
system [13]. In the following, parameters are fixedhat= 25,v = 0.002s~', and
7 = 0.1s~! in the discussion of numerical results.
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(a) pure performance model

ny (n—1)y
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]

7

(b) pure availability model

Figure 1: The performance, availability, and composite Markov models

Combining the performance and availability model, we can construct the cempos

ite performance—availability model as shown in Figure 1(c), where &tateindicates

that there are nonfailed trunks in the system ardof them are carrying ongoing
calls [13]. The steady state and transient probabilities of the perform#reavail-
ability, and the composite models can be either solved in closed form or ththagh
use of the well known software packages such as SHARPE (Symboliareiécal
Automated Reliability and Performance Evaluator) developed by researahBuke
university [11].

3.2 Performance, Availability, and Performability Quantification

We present the calculation and results of performance, availability, afafpability
measures in this section to show the difference and connection betweetr#uional
measures and the survivability measures.

Performance Suppose the blocking probabilitf, is the performance measure
of interest in our example. The steady stal¢ can be computed from the pure per-
formance model a®,, = 7.’. The steady state probability]’-j of statej in the pure
performance model can be obtained from the following closed form solution

(2)1/5!
P _ M
K Sy ) @
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With the parameters given in Section 3.1, the numerical resi;is= 0.013376.

Availability: The steady state availability4 can be computed from the pure avail-
ability model asP4 = 7. Similar to Equation (1), the steady state probabi;lriﬁ/of
states in the pure availability model can be obtained from the following formula

G
YN ESLYP
With the parameters given in Section 3.1, the resuRjs= 1 — 2.6935 x 10~ '8,
Performability The blocking probabilityP,;k is a performability measure since
failure/repair activities are considered. The steady sBiteis computed as;, =
> ro wg k wherew,gk is the steady state probability of stdte &) in the composite
model. With the parameters given in Section 3.1, the resitf,is= 0.020178.

(2)

3.3 Survivability Quantification

Following Definition 1, the operating environmef is presented in the second para-
graph of Section 3.1. Service specificatiBr( R, ..., R;, ..., Ro) is determined by the
number of available trunks(i = n,n — 1, ...,0) in the system. In the finite-state ma-
chine (FSM) each state is associated with on& @ind the initial state, corresponds
to R,. The FSM can be derived from the availability model since the changessf cu
tomer values over time or different operating environments is not considénen,P
is the probability mass function over all FSM states, izré.,in Equation (2).

To get the transition matri¥’, the transition probability from stateto state; + 1
needs to be computed. Foe 1,2, ...,n — 1, each statd?; has one transition going to

i—1 with rater and one transition going tot 1 with ratei~. The transition probability
is - for the former case angt— for the latter.

The numerical results are shown in Figure 2 where the number below tedelns
dicates the state probability in the g&tNote that the composite model is not explicitly

needed in this definition and no transient analysis is mentioned.

1 0.294 0.303 0.500 0.526 0.556 0.909
@-@-@ '.'. e-a '.'.
0.7 7 0.688 0.474 0.444 0.412

06 0.69
[ewes] [7aEs]|  [7ee4] ! [asEs]

y

Figure 2: Survivability specification based on Definition 1

Following definition 2 resourceV represents the number of available trunks in the
system, which is: before any failure happens. The survivability measures are also
obtained from the availability model since no performance issue is addresseis
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definition. The expected survivability is computed as
Ny
N =) —7A 3
} ; - (3)

Similarly, zero survivabilityN, corresponds ta§', andr-percentile survivability
is computed as
> (@)
1<nr%

Note thatZ[ N] has been called capacity-oriented availability (COA) by Trivedi and
Heimannet al. in their performability study of multiprocessor systems [3] [13]. This
definition of survivability is essentially the same as the performability definitivargi
by Huslende [4].

The numerical results are as followB{N| = 0.964968, Ny = 2.693515 x 10718,

Nog = 7.775417 x 10712, Nyo = 9.007691 x 108, Ngo = 8.878974 x 107°, Ngy =
1.724949 x 1072,

Following definition 3 suppose the measure of inter@stis the blocking proba-
bility Py in our example. Since this definition explicitly indicates the time dependent
behavior of the system, transient solutions are needed in this case. sBuppmnly
consider the case of the first failure and no additional failures will haedore the
repair. We construct the model in the following way. States indicating no édluone
failure (the first two rows in Figure 1(c)) are included and all other ivah states are
truncated from the composite model. Also remove all the failure transitions thhem
first row to the second row since we want to study the system behaviem givailure
has occurred. These transitions are marked with dotted arcs suggestimgstanta-
neous transitions have taken place. The new composite model is shown iia B{gh

A A A
m ni 2l i np
v 2y v » ’
ny T T T
AAn—=1)y (n—2)y R A

1

(a) T1A1 Markov model (b) Truncated composite model w/o repair

Figure 3: The truncated Markov models

The initial probability assignmeng;’; of the states in the truncated composite
model indicates the probablllty vector of system states right after the @rmerof the
failure. We sep;, ; = 0 since the failure has already happened. The valyg;of ;
is determined by two factors. One is the system behavior just before thmfeduurs
which can be computed from the steady state probabilityn the pure performance
model as shown in Equation (1). The other is the failure transitions fromrtediv
to the second row, which governs the probability mapping fvgprrno Py_1, ;- Since
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state(n — 1, j) can be reached from either state j) (with transition ratgn — j)~)
or state(n, j + 1) (with transition ratgj + 1)~) upon the firing of the corresponding
failure transitionsp,_, ; is assigned as follows

n—j p,J+1 p
Pr-1,j = Ly B e (5)

For the measure of intereg;., mo = =’ is the blocking probability in normal
operation with no occurrence of failures. The transient blocking fitibya Py (¢) is

Py, (t) = pn—l,n—l(t) + an(t) (6)

wherep,, 1 ,—1(t) andp,, ,(t) are the transient probabilities of stdte — 1, n — 1)
and(n, n) in the truncated composite model.
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0.0165} quasi steady state w/o repair
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= » =
g 0.0155 £ o018/
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2 0.015f ox
2 2
$ 0.01451 % 0.016
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0.014 steady state before failure
0.014}
0.0135f T T T T T T T T T
T~ failure
0.013 - - - - - 0.012 - - - - - -
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(a) Survivability based on T1A1.2 definition Time (sec) (b) Survivability after 1st failure w/o repair ~ Time (sec)

Figure 4: Survivability results

The numerical results are shown in Figure 4(a) where the survivabilifyatts
M, My, My, andtr can be obtained from th&,;(¢) curve asmy = 1.337604 x
1072, m, = 1.417861 x 1072, m, = 3.216020 x 1073, m, = 1.422506 x 1072
whent, = 20s, tg = 39s with 1% relative error.

From the above quantification of three survivability definitions we can sseath
the measures of interest based on these definitions can be derivedhzdwarkov
models developed in Section 3.1. The quantification procedure shows koavaii-
ability, performance, and composite models are constructed and solvedearenlif
circumstances.

3.4 More Survivability Measures

While the definitions given in the Section 2 have addressed several impasaactts of
the survivability behavior, the quantification study is not necessarily limitediti@nt
definitions. More characteristics can be revealed by either new measdlinésrest or
the same measure under different circumstances.
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For the same survivability measurfg;, we now study it in a different situation.
Suppose we are interested in the system behavior before any repairiadtiggered.
Consequently, the truncated composite model is shown in Figure 3(b) wiee -
cles and arcs in grey represent the removed states and transitions.offéx arcs
are also removed, however they indicate instantaneous transitions (afsthfaifure)
have taken place and their rates are used to compute the initial probabilitprassig

-1, ;) of the truncated composite modef;_, ; can be computed according to Equa-
tion (5).

Obviously, the transient blocking probability is & (t) = pn—1,n-1(t). The
numerical results after thest failure are shown in Figure 4(b). As expectddy(t)
increases over time and reaches a quasi steady state before repair.

Another measure that might be of interest is ELF (excess loss due to ildde
though the maximum blocking probability and the relaxation timéduration needed
for P, to reach its steady state) after the failure can be easily read from Figure 4(a),
it is desirable to use a single number to reflect all the losses due to the f@leesuch
measure is the ELF, which consists of two parts. One part denotéd; bsepresents
the dropping of the ongoing calls carried by the failed trunk. From the partor-
mance model, the probability that the failed trunk in staie carrying an ongoing call
is j/n, which means

Ny=LxP. ()

n

The other part, denoted by, represents the extra blocked calls due to a temporary
higher-than-normab, (¢). In other words)V, is defined as an integral of the difference
between the transient and steady state loss probabilities over the relaxatidip @ee
done in [15]. ThereforelV, can be computed as

tr

Ny = /(Pbk(t) — Pyt — o0))Adt (8)
0

whereP,(t) and P, (t — oo) are the transient and steady state blocking probabilities
after the failure, respectively. Finally, ELF is the sumMaf and V.

The numerical results at¥,; = 0.6557, N, = 0.2457, andELF = Ny + N, =
0.9014. It is worth noting that the survivability measures such as blocking piiityab
shown in Figure 4(a) and (b) and ELF do not depend on the failureyrathile the
measures defined idefinition 1and definition 2do. Since it is usually difficult to
have agreement on the valuegfthose survivability measures depending~otend
to be controversial. Although T1A1.2 working group [10] provid&sfinition 3for
survivability, the method of its quantification via analytic modeling is first dised$s
this paper. The basic idea is to start from the composite model, inject a failtine in
system, truncate irrelevant system states, initialize states just after the,fafdrsolve
the model to obtain the needed measures.
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4 A GENERAL PROCEDURE FOR SURVIVABILITY QUAN-
TIFICATION

In previous sections, it is shown that many measures can be used tdbdesatem
survivability such as the number of functioning units, the number of cdedewdes,
the maximum traffic capacity, blocking probability, throughput/goodput, aadsér-
vice restoration time, etc. Usually, narrow survivability definitions tend teigpene
or a set of closely related measures upon which the quantification worknsldwel-
oped [6] [16]. On the other hand, broad survivability definitions cexensive factors
from outage categorization to users’ expectation to satisfy differenttgs, but how
to quantify these measures remains unclear or has to be performed in layozese
manner. Here we propose a general quantification procedure witeimg limited to
specific survivability definitions. The procedure can be applied to atyawfedefini-
tions covering different desired survivability measures as well as theunesithat are
not included in current definitions.

In general, the quantification of system survivability can be summarized in the
following 5-step procedure:

Step 1 Develop the pure availability model in which the resour@esdware and/or soft-
ware) fail and get repaired (or rebooted) [13]. Meyer [9]x#his the structure state process.
An up state of the availability model may be labelled; ashich may be a vector in general.
Example:In our illustrative example, it is clear that resoutcepresents the number of func-
tioning trunks in the system. Pure availability models carseéen in Figure 1(b).

Step 2 Develop a pure performance model with resource avaitglal defined by the
up state vectot (or structure staté). Obtain the steady state results of the pure performance
model, which reflects the resource usage and other systeéeniistarmation before a failure
happens [13]. The performance model could have arrival andce of tasks reflectedEx-
ample:In our illustrative example, the pure performance modebisstructed according to the
traffic and service specification. Steady state probab’rﬂﬁof statej in the pure performance
model is computed according to Equation (1).

Step 3 Combine the availability and performance models obtainetie first two steps
into a composite model. Note that composite model can beddbr the standard measures by
either directly solving it [13] or using a two level hieraical solution method as in [7] [14].
Example:In our illustrative example, composite models can be seéiigare 1(c).

Step 4 Truncate the composite model obtained in Step 3 based uthiability mea-
sure of interest. Different truncated models may be coatclin different circumstances. In
order to reflect the system resource usage before the faidymeens, initial probability must be
appropriately assigned for the truncated model. The stsiady results of the pure performance
model are needed in this initializatiokExample:In Figure 3(a) and (b), different truncations
are performed based on different measures of intereses$taj); <, are truncated from the
composite model since these states are irrelevaRj;t¢t) in both cases.

Step 5 Perform the transient analysis of the truncated compasidel developed in
Step 4. To derive the desired survivability measures, tbadst state results of the pure per-
formance and the pure availability modedﬁ and 7 may also be neededExample: 7 is
needed in the calculation of ELF as shown in Equation (7) &hd (



Yun Liu, Kishor S. Trivedi

5 CONCLUSIONS

We show a unified framework for the quantification of system survivability ilus-

trate this method in the survivability analysis of a telecommunication switching system
with trunk failures. The proposed 5-step procedure can be usedffiaredt desired
metrics to obtain a comprehensive understanding of system survivabitigwiog un-

der abnormal environments. This methodology can be used to quantitatirajyace
different proposed survivability architectures. It can also be useddess vendor per-
formance.
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