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Abstract
In this paper, we propose a general survivability quantification framework which is applicable to a wide
range of system architectures, applications, failure/recovery behaviors, and desired metrics. We show how
this framework can be used to derive survivability measures based ondifferent definitions and extend it to
other measures not covered by current definitions which can providehelpful information for better under-
standing of system steady state and transient behaviors under failures/attacks. An illustrative example of
a telecommunications switching system is given for the ease of discussion.Markov models are developed
and solved to depict various aspects of system survivability.
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1 INTRODUCTION

With the growing dependence of our modern society on information networks, there
is high expectation of reliability and robustness for the underlying computer and com-
munication networks. The degree to which a system is able to provide critical services
is broadly defined as survivability. Increasing impact of the unavailability of network
services on public safety, commercial trustworthiness, and national security makes the
assessment of network survivability under undesirable events essential in system de-
sign, planning, implementation, and validation.

The survivability analysis was first discussed in the context of the military com-
mand, control, and communication (C3) systems in 1970s [2]. In the proposed frame-
work, deterministic survivability measures can be modeled as a network flow graph and
quantified by the use of the max-flow min-cut theorem and the corresponding labeling
algorithm. For probabilistic survivability measures, an exact solution can beobtained
by enumerating all the system states. But this method suffers the combinatorialdif-
ficulty of dealing with an unmanageable number of states even for a moderate sized
system. Recently, the probabilistic survivability measure was applied to the analysis
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of disaster-based optical network survivability [6] [10] and a closed form solution was
derived for a special case of a centralized ring topology.

In the 1980s and 1990s, the rapid advances in the development of Asynchronous
Transfer Mode (ATM), Synchronous Digital Hierarchy (SDH), wireless cellular com-
munication networks, fiber optic networks, Internet, and world wide web (WWW) have
resulted in unprecedented penetration of information technology into our everyday life.
The awareness of survivability issues has gained much attention in communication net-
works due to the severe negative impact of publicized outages such as thefailure of
Galaxy IV communication satellite in 1998. Due to the outage reporting regulation re-
quired by Federal Communications Commission and the intense competition between
different carriers and vendors, the subject of survivability has spread to every phase
of system development including architecture planning [12], network design [8], and
software/hardware implementation [5].

Despite the fast development of survivable systems, the definition of system surviv-
ability is anything but clear. Different definitions and frameworks have been proposed
and used under different scenarios [5] [6] [16]. Due to the variety of features the term
survivability is used to connote, a general and precise definition for the quantitative
assessment of system survivability may not be feasible. Instead, we propose a uni-
fied framework for survivability quantification which is applicable to a wide range of
system architectures, applications, failure/attack types, and desired evaluation metrics.
This framework can be used to derive quantitative measures proposed by different sur-
vivability definitions as shown in the following sections. Furthermore, it is capable of
revealing more details and providing insights into the system behavior. Specifically,
the transient behavior immediately after the occurrence of a failure with the system
state such as resource usage taken into account can be thoroughly analyzed under our
proposed framework. Early work related to our approach can be found in [1] [15].

The organization of this paper is as follows. In Section 2, we describe three quanti-
tative survivability definitions proposed by different researchers/organizations. In Sec-
tion 3, we show how survivability analysis of a telecommunication switching system
can be performed through an illustrative example. In Section 4, we propose a 5-step
procedure for general survivability quantification summarizing the discussion in Sec-
tion 3. Finally, conclusions are made in Section 5.

2 SURVIVABILITY DEFINITIONS

Although various survivability definitions have been proposed in different disciplines,
we choose the following three definitions to be considered in our discussion. The de-
scription of these definitions is mathematically precise enough to be quantified in our
illustrative example. Each definition is given as follows:

Definition 1. A survivability specification is a four-tuple,{E,R, P,M} where:
E is a statement of the assumed operating environment for thesystem, which includes de-

tails of the various hazards to which the system might be exposed together with all of the exter-
nal operating parameters. To the extent possible, it must include any anticipated changes that
might occur in the environment.
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R is a set of specifications each of which is a complete statement of a tolerable form of
service that the system must provide. This set will include one distinguished element that is the
normal or preferred specification, i.e., the specification that provides the greatest value to the
user and with which the system is expected to comply most of the time.

P is a probability mass function over the set of specifications, R. The probability associated
with the preferred specification defines the fraction of operating time during which the preferred
specification must be operational.

M is a finite-state machine denoted by the four-tuple{S, s0, V, T} where S is a finite set
of states each of which has a unique label which is one of the specifications defined in R;s0

(s0 ∈ S) is the initial or preferred state for the machine; V is a finiteset of customer values; T
is a state transition matrix.

This definition is proposed by Knightet al. [5] in their study of critical informa-
tion systems. By this definition, survivability can be regarded as a probabilitywhich
depicts the assurance of a specific service that the system is able to provide in a certain
environment. This definition is very close to the standard notion of availability.

Definition 2. Survivability is measured by the fraction of the available resource after the
occurrence of failures. Suppose resourceN is affected by failures. Expected survivabilityE[N ]
is the fraction of the available resource over all failure scenarios.r-percentile survivabilityNr

is the probability thatN is no greater thanr% of the total resource. Zero survivabilityN0 is
the probability that no resource is available.

This definition is proposed by Liewet al. [6] in their work on characterizing
disaster-based network survivability. The resource under investigation usually is the
number of connected nodes or functioning links in the system. This definition of sur-
vivability is essentially the same as the performability definition given by Huslende [4].

Definition 3. Suppose a measure of interestM has the valuem0 just before a failure
happens. The survivability behavior can be depicted by the following attributes: ma is the
value ofM just after the failure occurs,mu is the maximum difference between the value ofM
andma after the failure,mr is the restored value ofM after some timetr, andtR is the time
for the system to restore the valuem0.

This definition is proposed by the T1A1.2 network survivability performance work-
ing group [10]. By this definition, survivability depicts the time-varying behavior of the
system after a failure occurs.

3 AN ILLUSTRATIVE EXAMPLE

3.1 Basic System Model

Consider a telecommunication switching system consisting ofn trunks (or channels)
with an infinite caller population. A call will be lost (referred to as blocking) when
it finds all n trunks are busy upon its arrival. The call arrival process is assumedto
be Poissonian with rateλ. We assume call holding times are exponentially distributed
with rateµ. Without considering failures, the pure performance model is a homoge-
neous Continuous Time Markov Chain (CTMC) [13] as shown in Figure 1(a), wherej
ongoing calls are present in the system in statej. In the following, parameters are fixed
atn = 25, λ = 5s−1, andµ = 0.3s−1 in the discussion of numerical results.
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In practice, all trunks are subject to failure due to various reasons such as hard-
ware/software faults, human errors in system maintenance and repair, and impair-
ment/damage from adverse environments. For the ease of illustration, we assume the
failure and repair times of each trunk are exponentially distributed with ratesγ and
τ , respectively. Assume that a single repair facility is shared by all trunks inthe sys-
tem. Then, the pure availability model of the system is also a homogeneous CTMC
as shown in Figure 1(b), where statei indicates that there arei nonfailed trunks in the
system [13]. In the following, parameters are fixed atn = 25, γ = 0.002s−1, and
τ = 0.1s−1 in the discussion of numerical results.
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Figure 1: The performance, availability, and composite Markov models

Combining the performance and availability model, we can construct the compos-
ite performance–availability model as shown in Figure 1(c), where state(i, j) indicates
that there arei nonfailed trunks in the system andj of them are carrying ongoing
calls [13]. The steady state and transient probabilities of the performance, the avail-
ability, and the composite models can be either solved in closed form or throughthe
use of the well known software packages such as SHARPE (Symbolic Hierarchical
Automated Reliability and Performance Evaluator) developed by researchers at Duke
university [11].

3.2 Performance, Availability, and Performability Quanti fication

We present the calculation and results of performance, availability, and performability
measures in this section to show the difference and connection between these traditional
measures and the survivability measures.

Performance: Suppose the blocking probabilityPbk is the performance measure
of interest in our example. The steady statePbk can be computed from the pure per-
formance model asPbk = πP

n . The steady state probabilityπP
j of statej in the pure

performance model can be obtained from the following closed form solution

πP
j =

(λ
µ
)j/j!∑n

k=0(
λ
µ
)k/k!

. (1)
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With the parameters given in Section 3.1, the numerical result isPbk = 0.013376.
Availability: The steady state availabilityPA can be computed from the pure avail-

ability model asPA = πA
0 . Similar to Equation (1), the steady state probabilityπA

i of
statei in the pure availability model can be obtained from the following formula

πA
i =

( τ
γ
)i/i!∑n

k=0(
τ
γ
)k/k!

(2)

With the parameters given in Section 3.1, the result isPA = 1 − 2.6935 × 10−18.
Performability: The blocking probabilityP

′

bk is a performability measure since
failure/repair activities are considered. The steady stateP

′

bk is computed asP
′

bk =∑n
k=0 πC

k, k whereπC
k, k is the steady state probability of state(k, k) in the composite

model. With the parameters given in Section 3.1, the result isP
′

bk = 0.020178.

3.3 Survivability Quantification

Following Definition 1, the operating environmentE is presented in the second para-
graph of Section 3.1. Service specificationR (Rn, ..., Ri, ..., R0) is determined by the
number of available trunksi (i = n, n − 1, ..., 0) in the system. In the finite-state ma-
chine (FSM) each state is associated with one ofR and the initial states0 corresponds
to Rn. The FSM can be derived from the availability model since the change of cus-
tomer values over time or different operating environments is not considered. Then,P
is the probability mass function over all FSM states, i.e.,πA

i in Equation (2).
To get the transition matrixT , the transition probability from statei to statei + 1

needs to be computed. Fori = 1, 2, ..., n− 1, each stateRi has one transition going to
i−1 with rateτ and one transition going toi+1 with rateiγ. The transition probability
is τ

iγ+τ
for the former case andiγ

iγ+τ
for the latter.

The numerical results are shown in Figure 2 where the number below each state in-
dicates the state probability in the setP . Note that the composite model is not explicitly
needed in this definition and no transient analysis is mentioned.
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Figure 2: Survivability specification based on Definition 1

Followingdefinition 2, resourceN represents the number of available trunks in the
system, which isn before any failure happens. The survivability measures are also
obtained from the availability model since no performance issue is addressed in this
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definition. The expected survivability is computed as

E[N ] =
n∑

i=1

i

n
πA

i (3)

Similarly, zero survivabilityN0 corresponds toπA
0 , andr-percentile survivability

is computed as
Nr =

∑
i≤n·r%

πA
i (4)

Note thatE[N ] has been called capacity-oriented availability (COA) by Trivedi and
Heimannet al. in their performability study of multiprocessor systems [3] [13]. This
definition of survivability is essentially the same as the performability definition given
by Huslende [4].

The numerical results are as follows:E[N ] = 0.964968, N0 = 2.693515× 10−18,
N20 = 7.775417 × 10−12, N40 = 9.007691 × 10−8, N60 = 8.878974 × 10−5, N80 =
1.724949 × 10−2.

Following definition 3, suppose the measure of interestM is the blocking proba-
bility Pbk in our example. Since this definition explicitly indicates the time dependent
behavior of the system, transient solutions are needed in this case. Suppose we only
consider the case of the first failure and no additional failures will happen before the
repair. We construct the model in the following way. States indicating no failure or one
failure (the first two rows in Figure 1(c)) are included and all other irrelevant states are
truncated from the composite model. Also remove all the failure transitions fromthe
first row to the second row since we want to study the system behavior given a failure
has occurred. These transitions are marked with dotted arcs suggesting that instanta-
neous transitions have taken place. The new composite model is shown in Figure 3(a).
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Figure 3: The truncated Markov models

The initial probability assignmentp o
i,j of the states in the truncated composite

model indicates the probability vector of system states right after the occurrence of the
failure. We setpo

n, j = 0 since the failure has already happened. The value ofp o
n−1, j

is determined by two factors. One is the system behavior just before the failure occurs,
which can be computed from the steady state probabilityπP

j in the pure performance
model as shown in Equation (1). The other is the failure transitions from the first row
to the second row, which governs the probability mapping fromπP

j to p o
n−1, j . Since
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state(n − 1, j) can be reached from either state(n, j) (with transition rate(n − j)γ)
or state(n, j + 1) (with transition rate(j + 1)γ) upon the firing of the corresponding
failure transitions,p o

n−1, j is assigned as follows

p o
n−1, j =

n − j

n
πP

j +
j + 1

n
πP

j+1 (5)

For the measure of interestPbk, m0 = πP
n is the blocking probability in normal

operation with no occurrence of failures. The transient blocking probability Pbk(t) is

Pbk(t) = pn−1, n−1(t) + pn, n(t) (6)

wherepn−1, n−1(t) andpn, n(t) are the transient probabilities of state(n − 1, n − 1)
and(n, n) in the truncated composite model.
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Figure 4: Survivability results

The numerical results are shown in Figure 4(a) where the survivability attributes
ma, mu, mr, and tR can be obtained from thePbk(t) curve asm0 = 1.337604 ×
10−2, ma = 1.417861 × 10−2, mu = 3.216020 × 10−3, mr = 1.422506 × 10−2

whentr = 20s, tR = 39s with 1% relative error.
From the above quantification of three survivability definitions we can see that all

the measures of interest based on these definitions can be derived fromthe Markov
models developed in Section 3.1. The quantification procedure shows how the avail-
ability, performance, and composite models are constructed and solved in different
circumstances.

3.4 More Survivability Measures

While the definitions given in the Section 2 have addressed several important aspects of
the survivability behavior, the quantification study is not necessarily limited to current
definitions. More characteristics can be revealed by either new measuresof interest or
the same measure under different circumstances.
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For the same survivability measurePbk we now study it in a different situation.
Suppose we are interested in the system behavior before any repair action is triggered.
Consequently, the truncated composite model is shown in Figure 3(b) wherethe cir-
cles and arcs in grey represent the removed states and transitions. The dotted arcs
are also removed, however they indicate instantaneous transitions (of the first failure)
have taken place and their rates are used to compute the initial probability assignment
(p o

n−1, j) of the truncated composite model.p o
n−1, j can be computed according to Equa-

tion (5).

Obviously, the transient blocking probability is asPbk(t) = pn−1, n−1(t). The
numerical results after the1st failure are shown in Figure 4(b). As expected,Pbk(t)
increases over time and reaches a quasi steady state before repair.

Another measure that might be of interest is ELF (excess loss due to failures). Al-
though the maximum blocking probability and the relaxation timetR (duration needed
for Pbk to reach its steady state) after the1st failure can be easily read from Figure 4(a),
it is desirable to use a single number to reflect all the losses due to the failure.One such
measure is the ELF, which consists of two parts. One part denoted byNd, represents
the dropping of the ongoing calls carried by the failed trunk. From the pureperfor-
mance model, the probability that the failed trunk in statej is carrying an ongoing call
is j/n, which means

Nd =
j

n
πP

j . (7)

The other part, denoted byNb, represents the extra blocked calls due to a temporary
higher-than-normalPbk(t). In other words,Nb is defined as an integral of the difference
between the transient and steady state loss probabilities over the relaxation timetR as
done in [15]. Therefore,Nb can be computed as

Nb =

tR∫

0

(Pbk(t) − Pbk(t → ∞))λ dt (8)

wherePbk(t) andPbk(t → ∞) are the transient and steady state blocking probabilities
after the failure, respectively. Finally, ELF is the sum ofNd andNb.

The numerical results areNd = 0.6557, Nb = 0.2457, andELF = Nd + Nb =
0.9014. It is worth noting that the survivability measures such as blocking probability
shown in Figure 4(a) and (b) and ELF do not depend on the failure rateγ while the
measures defined indefinition 1and definition 2do. Since it is usually difficult to
have agreement on the value ofγ, those survivability measures depending onγ tend
to be controversial. Although T1A1.2 working group [10] providesdefinition 3 for
survivability, the method of its quantification via analytic modeling is first discussed in
this paper. The basic idea is to start from the composite model, inject a failure inthe
system, truncate irrelevant system states, initialize states just after the failure, and solve
the model to obtain the needed measures.
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4 A GENERAL PROCEDURE FOR SURVIVABILITY QUAN-
TIFICATION

In previous sections, it is shown that many measures can be used to describe system
survivability such as the number of functioning units, the number of connected nodes,
the maximum traffic capacity, blocking probability, throughput/goodput, and the ser-
vice restoration time, etc. Usually, narrow survivability definitions tend to specify one
or a set of closely related measures upon which the quantification work is then devel-
oped [6] [16]. On the other hand, broad survivability definitions coverextensive factors
from outage categorization to users’ expectation to satisfy different objectives, but how
to quantify these measures remains unclear or has to be performed in a caseby case
manner. Here we propose a general quantification procedure without being limited to
specific survivability definitions. The procedure can be applied to a variety of defini-
tions covering different desired survivability measures as well as the measures that are
not included in current definitions.

In general, the quantification of system survivability can be summarized in the
following 5-step procedure:

Step 1. Develop the pure availability model in which the resources(hardware and/or soft-
ware) fail and get repaired (or rebooted) [13]. Meyer [9] calls this the structure state process.
An up state of the availability model may be labelled asi which may be a vector in general.
Example:In our illustrative example, it is clear that resourcei represents the number of func-
tioning trunks in the system. Pure availability models can be seen in Figure 1(b).

Step 2. Develop a pure performance model with resource availability as defined by the
up state vectori (or structure statei). Obtain the steady state results of the pure performance
model, which reflects the resource usage and other system state information before a failure
happens [13]. The performance model could have arrival and service of tasks reflected.Ex-
ample: In our illustrative example, the pure performance model is constructed according to the
traffic and service specification. Steady state probabilityπP

j of statej in the pure performance
model is computed according to Equation (1).

Step 3. Combine the availability and performance models obtainedin the first two steps
into a composite model. Note that composite model can be solved for the standard measures by
either directly solving it [13] or using a two level hierarchical solution method as in [7] [14].
Example:In our illustrative example, composite models can be seen inFigure 1(c).

Step 4. Truncate the composite model obtained in Step 3 based on thesurvivability mea-
sure of interest. Different truncated models may be constructed in different circumstances. In
order to reflect the system resource usage before the failurehappens, initial probability must be
appropriately assigned for the truncated model. The steadystate results of the pure performance
model are needed in this initialization.Example:In Figure 3(a) and (b), different truncations
are performed based on different measures of interest. States(i, j)i<n−1 are truncated from the
composite model since these states are irrelevant toPbk(t) in both cases.

Step 5. Perform the transient analysis of the truncated compositemodel developed in
Step 4. To derive the desired survivability measures, the steady state results of the pure per-
formance and the pure availability modelsπP

j andπA
i may also be needed.Example:πP

i is
needed in the calculation of ELF as shown in Equation (7) and (8).
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5 CONCLUSIONS

We show a unified framework for the quantification of system survivability and illus-
trate this method in the survivability analysis of a telecommunication switching system
with trunk failures. The proposed 5-step procedure can be used for different desired
metrics to obtain a comprehensive understanding of system survivability behavior un-
der abnormal environments. This methodology can be used to quantitatively compare
different proposed survivability architectures. It can also be used toassess vendor per-
formance.
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